WSC GCE REMOTE IT SYSTEM ACCOUNT

REQUEST FORM

Please enter the information required for the assignment of a GCE IT System account.  Separate forms are required for each additional account.   (Note: This form is for specialized GCE Equipment.  Use the WSC SUPPORT/POSITION ACCOUNT REQUEST FORM for GCE Tech Accounts)

(TYPE OR PRINT LEGIBLY)

REQUESTOR’S NAME___________________________________________________

OPS/SUPPORT FUNCTION:       OPERATOR        CM         ENG         SYSADM

(Circle One Only)


GCE SYSTEM(S):        ___ WDISC PTP      Other ______

(Check All That Apply)      
LOCATION:  (Circle Applicable)
STGT
WSGT
  GRGT      OTHER_________

COMPANY:   (Circle One)
NASA
HTSI
GD 



OTHER_____________________________

Your signature signifies that you have read, understand, signed and will comply with the System Rules of Behavior outlined on the back of this form for access to the operational computer systems.


________________________________________

____________


Requestor’s Signature




      DATE
CONCURRENCE:


________________________________________

____________


GSFC Ops Supervisor’s Signature


       DATE

________________________________________

____________

 
Citizenship & Clearance Verified


       DATE
APPROVAL:


________________________________________

____________


WSC ITSC Signature




        DATE
Return to the WSC ITSC when complete.

SYSTEM USER RULES OF BEHAVIOR

In accordance with the NASA NPR 2810.1, Office of Management and Budget (OMB) Circular A-130 Appendix III, and the WSC IT System Security Plan (WSC-PLN-0024), the following “rules of behavior” are established.

1.
System Access - System access is granted based on an approved account request including verification of U.S. citizenship, Secret clearance, and need for access.  The following are applicable:

a.
Access to and use of the GCE systems for other than official U.S. Government business is a violation of federal law.  
b.
The user will be solely responsible for the activities that occur when his/her account is in use.  Users will use only their assigned user IDs and will not share access or log on for someone else.

c.
Users will not leave a workstation unattended or unobserved.  Workstations will be paused if to be left for less than one hour or logged off if to be unattended for greater than one hour.


2.
Passwords - Passwords will comply with NENS and WSC standards.  Periodic tests, by password "cracking", will be conducted; and, those passwords not in compliance will be reset and the account owner notified via management.  Account owners will comply with the following password rules:

a.
Length - Passwords will be 8 characters in length.

b.
Composition - Passwords will consist of any three of the following character types - upper case letter, lower case letter, number or special character (!@#$<>%*).  At least two of the eight characters must be numbers or special characters.

c.
Triviality - Passwords will not consist of common words or acronyms associated with WSC, GSFC, WDISC, DAS, GCE, NENS, MOMS or NASA activities.

d.
Expiration - Passwords will have a 90-day lifetime for user accounts, 30 days for privileged users.

e.
Disclosure - Passwords will not be accessible except to the account owner.  Users will not write down, electronically store unencrypted or share a password with anyone.  Default passwords provided when an account is created will be reset immediately.

3.
Permissions - Account and file access permissions provided are adequate to perform the normal functions associated with the user's account.  If additional permissions are needed, a request must be submitted to the WSC IT Security Coordinator for WSC systems.

4.
Files - The following rules will be adhered to:

a.
Users are permitted access to their own files or those software applications files and reports needed for their job function.  

b.
Users are not permitted to add, modify, or delete files other than the users own files and those authorized for addition, modification & deletion.

c.
Remote delivery of operations data (e.g., PTP desktops) must be coordinated with and approved by the WSC Operations Supervisor and WSC Software CM before the activity.

c.
Users are responsible for their directories and ensuring only those files absolutely necessary are retained (purge/delete unnecessary files).  

d.
Personal files are not permitted on the operational systems.

5.
Backup Procedures –Back-ups are to be accomplished at least weekly.  Backup media should be stored in a locked office or container.  

6.
Proper Use Of Copyrighted Software – Copyrighted (licensed) software is only for use on the specific computer or workstation.  Unauthorized reproduction or use of copyrighted software is against the LAW.

7.
Reporting of IT Security Incidents – Report all observed compromises of IT security on WSC systems (Viruses, unauthorized access, theft, inappropriate use, etc.) to the WSC ITSC (505-527-7098) or the FSO (505-525-6945).

8.
Restoration of Service – Restoration of service is the responsibility of the System Administrator under the direction of the WSC Operations Supervisor (OS).  Report any remote system access abnormalities to the OS via operations communications circuits or telephone.

9.
Consequences of Behavior Inconsistent with the Rules – Any remote GCE user found to be abusing access to electronic media or services will be reported to GSFC management and may be subject to disciplinary actions up to and including immediate discharge.

I have read the above System Rules of Behavior, understand them and will comply with them throughout the duration of time I am an active account holder.

_________________________
_____________

               (signature)


          (date)

_____________________________________________

                               (e-mail address)
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