
WDISC Expansion Test Case 1 - Radmin


1.
Objectives

Test if COTS product "Remote Administrator" (Radmin) can satisfy WDISC operational and NISN security requirements.


2.
Requirements to be Tested
a.
WDISC Operational Requirements

1)
Radmin client connects from at least four NT workstations simultaneously to a Radmin server on a PTP.

2)
Radmin client can remotely control a PTP, including viewing its Windows desktop, opening its Windows Explorer, and moving files between its directories.

3)
Radmin can transfer files between client and server computers.

4)
Radmin client can connect to a Radmin server and ongoing processes on the client and server computers are unaffected, including no frozen mouse on the client side and no crashing software on the server side.

5)
Radmin client logging off a Radmin server doesn't crash ongoing processes on the server computer.

6)
Radmin can throttle the frequency of screen updates on the client side.

7)
Radmin server can display IP addresses of Radmin clients logged on.

b.
NISN Security Requirements

1)
Radmin server can filter IP addresses allowed to connect as Radmin clients.

2)
Radmin allows for its TCP/IP port to be changed.

3)
Radmin log-on passwords can be at least 8 characters long and can include upper case, lower case, number, and special (e.g., %, or *) characters.

4)
Radmin allows log-on by individual username only for those accounts that have been set up on the Radmin server computer.

5)
Radmin allows log-on by individual username and password only for the password that has been set up on the Radmin server computer for the username.

6)
Radmin encrypts all data streams, including file transfers.


3.
Configuration for Testing
a.
Configure one PTP and four NT workstation computers on a TCP/IP network.  The four NT workstations can be other PTP's or monitoring NT workstations.

b.
Load Sunbelt Software's Remote Administrator version 2.1 onto all five computers by executing "radmin21.exe" and making Radmin an NT service that starts automatically.

c.
From the PTP, log on as Administrator and add four test usernames and passwords:

1)
On the Windows NT desktop, select Start, Programs, Administrative Tools (Common), and User Manager.

2)
From the User Manager window, select User and New User.

3)
From the New User window, enter a test username, full name, and password.  The password should comply with the following NISN security rules:

a)
at least 8 characters long

b) consisting of at least 3 out of 4 of:

* lower-case alpha

* upper-case alpha

* numeric

* special character (like * or %)

4)
Check that the Password Never Expires.

5)
Select Groups and make the username a member of Users and select OK.

6)
From the New User window, select OK.

7)
Repeat steps 2 through 6 to add three other unique test usernames and passwords.

8)
From the User Manager window, select User and Exit.

d.
From the PTP, log on as Administrator and configure the Radmin server:

1)
On the Windows NT desktop, select Start, Programs, Sunbelt Remote Administrator v2.1, and Settings for Sunbelt Remote Administrator server.

2)
From the Options for Sunbelt Remote Administrator server 2.1 window, select Set password, Enable NT security, and Permissions.

3)
From the Registered users window, select Add and add the Users group if it isn't already added.

4)
For the Users group, set Access rights to View of screen, File transfer, and Full control.  Select OK until back at the Options for Sunbelt Remote Administrator server 2.1 window.

5)
From the Options for Sunbelt Remote Administrator server 2.1 window, select Options.

6)
From the Options for Sunbelt Remote Administrator Server 2.1 window, check Use IP filter and select Add.

7)
From the Add IP Addresses the List of Access window, enter the IP address for one of the four NT workstations, enter a subnet mask of 255.255.255.255, and select Add.

8)
Repeat steps 6 and 7 for the other three NT workstations.

9)
From the Options for Sunbelt Remote Administrator Server 2.1 window, uncheck Use default port and type in a port number different than 4899 (requirement b.2).  Select OK to get back to Options for Sunbelt Remote Administrator server 2.1 window, then select Exit.

10)
On the Windows NT desktop, select Start, Programs, Sunbelt Remote Administrator v2.1, and Stop Remote Administrator server.

11)
On the Windows NT desktop, select Start, Programs, Sunbelt Remote Administrator v2.1, and Start Remote Administrator server.

e.
From each of the four NT workstations, configure the Radmin client:

1)
On the Windows NT desktop, select Start, Programs, Sunbelt Remote Administrator v2.1, and Remote Administrator viewer.

2)
From the Remote Administrator window, select Connection and New.

3)
From the New Connection window, enter the PTP name for Name of entry, enter the IP address for the PTP, uncheck Use default port and type in the port number the PTP Radmin server is configured for, and select OK.  An icon with the PTP name should appear in the Remote Administrator window.


4.
Test Procedure

a.
From the PTP, start Console.exe, load a desktop, and enable streams for the desktop.

b.
From an NT workstation, test various requirements:

1)
On the Windows NT desktop, select Start, Programs, Sunbelt Remote Administrator v2.1, and Remote Administrator viewer.

2)
From the Remote Administrator window, select Mode, Full control.  Double click the icon with the PTP name.

Note

If the NT workstation is logged on by one of the four test usernames, then log on to the Radmin server is automatic when the PTP icon is double-clicked.

3)
From the Enter WinNT user info window, enter a username that does not have an account on the Radmin server PTP.  Confirm that this log-on attempt is rejected (requirement b.4).

4)
From the Enter WinNT user info window, enter one of the four test usernames that have an account on the Radmin server PTP, but with the wrong password.  Confirm that this log-on attempt is rejected (requirement b.5).

5)
From the Enter WinNT user info window, enter one of the four test usernames that have an account on the Radmin server PTP.  Enter the correct password.  Confirm that this log-on attempt is successful (requirement b.3).  A Radmin client (viewer) window should appear that displays the PTP desktop.

6)
From the Radmin client (viewer) window, which displays the PTP desktop, right click the blue banner at the top of the window and select Options.

7)
From the Options window, change the maximum number of updates per second from its default value of 100 to 1 and select OK.  Confirm a slightly slower screen update frequency (requirement a.6).

8)
From the Radmin client (viewer) window, which displays the PTP desktop, remotely open Windows Explorer on the PTP and remotely move a file from one directory on the PTP to another directory on the PTP (requirement a.2).

9)
Confirm that ongoing processes on the PTP, including Console.exe, are unaffected by the Radmin session and that the Radmin client mouse doesn't freeze or act strangely (requirement a.4).

10)
Log-off the Radmin client from the Radmin server PTP and confirm that ongoing processes on the PTP, including Console.exe, are unaffected by the Radmin log-off (requirement a.5).

c.
From an NT workstation, test file transfer requirement:

1)
On the Windows NT desktop, select Start, Programs, Sunbelt Remote Administrator v2.1, and Remote Administrator viewer.

2)
From the Remote Administrator window, select Mode, File transfer.  Double click the icon with the PTP name.

Note

If the NT workstation is logged on by one of the four test usernames, then log on to the Radmin server is automatic when the PTP icon is double-clicked.

3)
From the Enter WinNT user info window, enter one of the four test usernames that have an account on the Radmin server PTP.  Enter the correct password.

4)
Connect an IP packet sniffer to the network to monitor packers between the NT workstation and the PTP (for verifying encryption).

5)
From the Radmin client (viewer) window, which displays a file transfer Windows-Explorer-like split screen, copy a plain-text file from the NT workstation to the PTP either by dragging and dropping or by using the copy button and copy a plain-text file from the PTP to the NT workstation (requirement a.3).  Confirm that the plain-text file was encrypted during the transfer (requirement b.6).

d.
 Test multiple log-ons and connection status:

1)
From each NT workstation that isn't logged on to Radmin:

a)
On the Windows NT desktop, select Start, Programs, Sunbelt Remote Administrator v2.1, and Remote Administrator viewer.

b)
From the Remote Administrator window, select Mode, Full control.  Double click the icon with the PTP name.

Note

If the NT workstation is logged on by one of the four test usernames, then log on to the Radmin server is automatic when the PTP icon is double-clicked.

c)
From the Enter WinNT user info window, enter one of the unused test usernames that have an account on the Radmin server PTP.  Enter the correct password.  Confirm that this log-on attempt is successful and a Radmin client (viewer) window appears that displays the PTP desktop.

2)
From the Radmin server PTP, double click the blue "R" in the tray on the lower right of the desktop.  Confirm that a Current connections window appears and displays the IP addresses for the four logged-on NT workstations (requirements a.1 and a.7).

e.
Test IP filtering:

1)
From one of the logged-on NT workstations, log-off Radmin by closing the Radmin client (viewer) window that displays the PTP desktop.

2)
From the Radmin server PTP, select Start, Programs, Sunbelt Remote Administrator v2.1, and Settings for Sunbelt Remote Administrator server.

3)
From the Options for Sunbelt Remote Administrator server 2.1 window, select Options.

4)
From the Options for Sunbelt Remote Administrator Server 2.1 window, select the IP address of the just-logged-off NT workstation in the Use IP filter area and select Remove.

5)
Confirm that the IP address was removed and select OK to get back to Options for Sunbelt Remote Administrator server 2.1 window, then select Exit.

6)
From the logged-off NT workstation, on the Windows NT desktop, select Start, Programs, Sunbelt Remote Administrator v2.1, and Remote Administrator viewer.

7)
From the Remote Administrator window, select Mode, Full control.  Double click the icon with the PTP name.

8)
Confirm no log-on possible and the following message appears: "Connection I/O error, connection may be closed due to IP filter setting on the remote side" (requirement b.1).


5.
Test Results

All the requirements were successfully tested on 5/22/03 and 5/30/03 in GSFC building 13, room 262, test berth 3, with the five WDISC expansion PTP's and an NT monitoring computer.  Some requirements were re-tested on 9/29/03 in GSFC building 13, room C115, with two NT monitoring computers over the Closed IONet.
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